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In the rapidly evolving world of artificial intelligence, data collection 

practices have sparked intense debate. For AI developers and 

companies reliant on data-driven models, web scraping remains a 

cornerstone for gathering publicly available information. 

 

Yet, as regulatory scrutiny around AI tightens, striking a balance 

between innovation and individual privacy has become more critical 

than ever. 

 

On Dec. 17, the European Data Protection Board issued Opinion 

28/2024 — a landmark guidance clarifying how web scraping can be 

implemented under the General Data Protection Regulation while meeting the legitimate 

interest test and respecting data privacy. The EDPB offers welcome insights for companies 

navigating this intersection of AI innovation and privacy law. 

 

Here are the key takeaways from the opinion, along with actionable guidance for AI 

developers, data collectors, and in-house legal and compliance teams that rely on 

automated data collections. 

 

Web Scraping Defined and Recognized 

 

Web scraping has been commonplace for decades, historically used for scientific research 

and business intelligence to automatically extract data and transform it into a structured 

format. Yet, the rise of generative AI has sometimes cast web scraping into a more 

controversial light, particularly when it involves personal data. 

 

In Opinion 28/2024, the EDPB explicitly defines "web scraping" as "a commonly used 

technique for collecting information from publicly available online sources" and references it 

no less than 12 times. This is a significant acknowledgment of the critical role web scraping 

plays in AI development and the importance of conducting it in line with industry best 

practices. 

 

Of particular note is the EDPB's limitation of web scraping to publicly available sources, a 

core principle of responsible data collection. 

 

The Legitimate Interest Test 

 

One of the most significant clarifications in the opinion concerns how companies can 

demonstrate to a supervisory authority that their AI model meets the legitimate interest 

test. With respect to web scraping, it provides a nonexhaustive list of examples of 

safeguards and mitigating measures to prevent and counterbalance harm to individual 

rights. 

 

Two common themes underlying these measures: transparency and documentation. 

Downstream users of scraped data must be able to demonstrate compliance with the GDPR 

during the collection phase, and web scrapers would therefore be wise to document the 

criteria for legitimate interest and the methods used to execute the collection. 
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Documented Purpose 

 

The EDPB advises supervisory authorities assessing AI models to determine whether the 

purpose of personal data collection is "legitimate, specific, and explicit." 

 

To support this assessment, web scrapers whose data collections may be used for AI models 

should document the purpose of the personal data collection and the parameters of data 

queries used, including any measures taken to exclude unnecessary personal information — 

such as formatted numbers that may reflect sensitive personal data or efforts to screen out 

particular types of data. 

 

Balancing Legitimate Interest and Data Subject Rights 

 

To collect and process personal data for an AI model, in addition to establishing a legitimate 

interest, a data controller must demonstrate the legitimate interest does not override the 

rights and freedoms of the data subjects. 

 

While the purpose of the AI model itself is central to demonstrating legitimate interest, the 

method of data collection also plays a crucial role in the balancing test between the 

controller's legitimate interest and the data subject's fundamental rights. 

 

According to the EDPB, "the use of web scraping in the development phase may lead — in 

the absence of sufficient safeguards — to significant impacts on individuals, due to the large 

volume of data collected, the large number of data subjects, and the indiscriminate 

collection of personal data." With proper safeguards, the effects on individuals can be 

minimized. 

 

Web Scraping Safeguards and Mitigating Measures 

 

When assessing the need for web scraping safeguards, the EDPB suggests several 

considerations related to the reasonable expectations of data subjects: 

• Whether the personal data was publicly available; 

• The context in which the personal data was collected; 

• The source from which the data was collected, including the privacy settings offered; 

and 

• Whether data subjects are aware that their personal data is online. 

 

Moreover, the EDPB describes specific mitigating measures that may prove useful in the 

context of web scraping. These include: 

• Excluding data content from publications that might create risks for particular groups 

of persons, such as those subject to abuse if their personal data were publicly 

released; 

 

• Excluding certain "particularly intrusive" websites from data collection; 

 



• Excluding collections from websites or sections of websites that clearly object to web 

scraping and reuse for AI training models; and  

 

• Imposing relevant time limits on data collection. 

 

Notably, the EDPB stresses that each AI model must be assessed on a case-by-case basis, 

rather than mandating particular mitigating measures. Consistent with existing industry 

practice, when organizations do exclude collections from particular websites, these 

restrictions may often be listed in the organization's acceptable use policy. 

 

Opt-Out Lists 

 

One suggestion by the EDPB that may not yet align with technical or practical capabilities is 

the creation of an opt-out list managed by the controller, allowing data subjects to object to 

the collection of their data on certain websites or online platforms. 

 

Although the concept of preference signals has been debated across numerous forums and 

platforms, challenges range from the lack of common vocabulary, to providing a false sense 

of security, to the risk of creating inherent biases and restricting the free flow of knowledge. 

 

Practical Guidance 

 

For web scrapers and controllers relying on scraped data, the implications of Opinion 

28/2024 point to specific steps that will ensure automated data collections align with GDPR 

principles and support the balancing test between the controller's legitimate interest and 

individual data privacy expectations, including: 

• Documenting the specific purpose of the data collection in a format that will remain 

with the data collection during downstream uses; 

 

• Implementing an acceptable use policy that includes a commitment to comply with 

all applicable laws, collect only publicly available information and exclude 

unnecessary personal information;  

 

• Limiting the scope of collection to the time period needed to fulfill the legitimate 

interest; and 

 

• Maintaining query logs and records documenting the sources from which data was 

collected, the parameters of the queries used — including whether robots.txt files 

were followed — and the acceptable use policy. 



 

By following these steps, organizations navigating the complex intersection of data 

collection and privacy can better position themselves to meet GDPR requirements while 

supporting the responsible development and deployment of AI models. 
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